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ALLEN COUNTY COMMUNITY COLLEGE

BOARD OF TRUSTEES

POLICIES AND PROCEDURES

RECORDS SECURITY AND RETENTION POLICY 
I. POLICY

1.0 GENERAL STATEMENT

1.01
The objective of this Records Security and Retention Policy is to establish a system for the control of records maintained by Allen County Community College. Proper records management is important to identify and protect vital records; to minimize costs associated with record storage; to increase business efficiency; to ensure records are retrievable; to meet the requirements of state and federal laws and regulations; and to purge records that no longer have administrative, fiscal, legal or historical value.

2.00
SPECIFIC STATEMENT

2.01
A “Record” is any type of documented or recorded information, regardless of the form in which the information is created or maintained by the College, including but not limited to letters, emails, memos, notes, drafts, agreements, reports, policies, procedures, flowcharts, handbooks, plans, personnel records, student records, course catalogs, course curriculum/material,  evaluations, research, writings, drawings, graphs, charts, photographs, and other data compilations from which information can be obtained.

2.02
Records are a valuable asset of the College and must be protected to mitigate damage, loss, and unauthorized use/disclosure while remaining accessible as needed for the efficient operation of the College.

2.03
All records must be retained, at a minimum, for the time period and in the manner required by applicable state and federal laws and regulations. Records should also be retained for a period of time and in a manner that will reasonably assure availability when needed by the College.  Each department shall be responsible for establishing and documenting internal record retention practices in accordance with this policy.

II. PROCEDURES
3.00 GENERAL STATEMENTS

3.01 All records shall be stored in a safe, secure, and accessible manner.  This means that important paper records should be kept in fireproof file cabinets and electronic records should be backed-up in a manner to protect against loss.  Records should also be stored in a manner where they can be readily identified and retrieved.

3.02
Only those authorized should have access to College records.  Records that are protected by statutes, regulations, contractual agreements, or policies should be stored with proper access controls.   This may include storing physical records in a locked file cabinet and/or locked room or limiting access to databases or network files.
3.03
Records are generated as a result of College processes.  Each department is responsible for ensuring proper retention and purging of the records for which they are responsible.  It is imperative that the College knows which records have been retained and which records have been purged.  Therefore, extra files, including correspondence, notes, emails, memoranda, computer discs, tapes, etc., are to be maintained as determined by the department, even if these records are maintained in individual offices, in storage, or electronically.  Records should not be retained past the date for purging.  
3.04
The College shall maintain a Records Retention Schedule.  This schedule is a document that guides decisions related to the maintenance and purging of College records. A Records Retention Schedule contains a list of categories of records, the length of time that each category of records must be retained, and the department/records custodian responsible for the record. The retention periods contained in a Records Retention Schedule shall be, at minimum, the length of time required by law.  Longer retention periods may be established to meet the business needs of the College.  The Records Retention Schedule should set retention periods that appropriately allow for records to be purged as soon as they are no longer required or necessary for legal or business reasons.

3.05
A Records Custodian is the College employee in each individual department who is responsible for overseeing records retention.  The Records Custodian may delegate retention and purging tasks, but will be ultimately responsible for compliance with the policy and procedures.   
3.06
In most instances, departments should schedule a records review no less than once each year.  During this review, the department will identify new records to be purged since the previous review.

3.07.1 Departments may elect to maintain records in an electronic format, such as digital imaging.  Digital imaging and other electronic record retention shall be utilized in a manner that will ensure confidentiality, reasonable accessibility and long-term preservation of records in accordance with the Record Retention Schedule. 

3.08 Emails, including attachments, should be routinely reviewed and either deleted or saved in a file.  Emails that are not saved to a separate file should be treated as general correspondence and be deleted within one year of receipt.

3.010 Records that are ready for purging should be purged in the following manners:  
(1) Electronic Records should be deleted from the file in which they reside. Allen will continue to evaluate new technologies as they become available that will better assist with accurate and efficient electronic retention and purging of records.

(2) Paper Records of a confidential nature (such as student records, personnel records, etc.) will be disposed of through Allen’s third party document disposal service.
(3) All other records will be disposed of in any reasonable manner, considering the nature of the records, as deemed appropriate by the department.

3.011 Records that are no longer subject to retention may need to be retained due to unusual circumstances, such as litigation or government investigation.  The department responsible for the record will be notified by the appropriate Vice President if a record must be retained.  The department will retain this record until otherwise notified.

3.12
Exceptions to this policy or its procedures should be approved by the appropriate Vice President and noted on the Record Retention Schedule.
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